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Passivity
How do websites store passwords ?

Why do they require me to include three different types of
characters ?

What makes a good password ?
What could happen if something goes wrong in this process ?



SURVEI

Raise your hand if you use the same password
for multiple accounts

.



SURVEI

Raise your hand if your password consists OF a

single english Word
, plus some numbers and 1 or

Symbols .



SURVEI

Raise your hand IF you use a password manager .



Passivity
How do websites store passwords ?

Why do they require me to include three different types of
characters ?

What makes a good password ?
What could happen if something goes wrong in this process ?

Password security relies on an important tool in cryptology :

a special type of one -

way Function called a cryptographic
hash function

.

We Will talk about how and why these Functions are used in

password storage ,
as well as what can go wrong if they aren't

used correctly .

Question

Why shouldn't Companies store a table OF

users
'

passwords to verify against when someone tries
to log in ?



Question

Why shouldn't companies store a table OF

users
'

passwords to verify against when someone tries
to log in ?

• IF a hacker obtains that table
, they can

immediately access all accounts
.

• Furthermore
,
if a user has the same passwords

across multiple sites
,
their other accounts are

vulnerable as Well
.

cryptographichashfunch.cn# provide a solution !



E38AD214943DAAD1D64C102FAEC29DE4AFE9DA3D

Idea : We 'll apply a
"
one - Way

"

function ,
and store

the value of that function instead !

User enters their password : password 1

Computer applies Function : / SHA - I

Computer checks this against table L |LTlaIgh=h_a=OF hash Values :
mm -¥t

If it matches
, you 're logged in : SUCCESS !

The type of Function that achieves this is called a

cryptographic hash Function .



PI.es#dCHF :

• Output has fixed size

• deterministic - same password always results in the
same hash value

• quick to compute ( but not too quick )

. pre image resistance - difficult to determine input
From output except by trying all possible inputs .

• collision resistance - difficult to find two inputs
that give the same hash value output .

• small change to input results in large change
to output ( appears random )

Question Why are each of these desirable ?



Attachingattashfunction
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Attackingattashtunctioo
Apply the Function to common words and store the
hash values

.

. This is called a Rainbow Attack
.

How to protect against it :

. Apply the hash Function multiple times

. Add some extra nonsense characters to your
input ( salt )

° When storing passwords ,
the hash values are stored

With the salt ( different salt For each person )



Xkcd



Question What can you do to keep your password secure ?



Question What can you do to keep your password secure ?

• don't use english words in your password

• use special symbols and numbers

. have a long password

. don't use the same password on multiple sites

. don't use password hints



Take the password :

math life

change this password so that :

;ftcontainsat least one number
contains at least one symbol ( !

,
@

,
#

,
$

. . . )
. It contains both lower case and upper case
letters



Even if a password looks complicated ,
it isn't necessarily

good .

Some substitutions are very predictable .











nytimes



The _ostmporanSepForPasswordsecuri=



immortalsPasswordsecuritydon
't tell people your password !



So
...
how do cryptographic hash Functions work ?

tI MD 5 is an example of a cryptographic hash function

• Designed by Ronald Rivest in 1991

• no longer considered secure

° collision Found in 2005

• In 2009
,

a theoretical pre image attack was

published



MDI

• Hash values are 128 bits ( 32 characters )

• Input is processed in blocks OF length 512 bits
1128 characters ) , padded IF necessary .

• How the MDs algorithm works is determined by its
128 bit state

- As we process the message ,
the message affects

the state

- This means that what MDs does is highly
depend endeht on the message
- This is how we ensure that small changes to

input causelarge changes in the output .



CkeMD5operati=
• MD5 performs 64 OF these ( grouped in Four rounds )

state at the beginning →

of the operation

• There are Four different
Functions F used ( one For
each round )

• Ot is addition mod

232. < < as is left Circular shift

by s digits 1 varies )
. Mi is part of the message
oki is a constant 1 varies )

State at the end of the

Wikipedia
Operation -



SHAI

. designed by NSA

° no longer considered
secure

• 2005 attacks Found

• 2017 collision

published

Wikipedia



SHAI

° published 2001 by NSA



SHAI

° Winner of NIST hash function competition in 2012
,

released in 2015
.



therapies :

. File verification - check if a File has been altered
( intentionally or unintentionally )

EI When you download a File

. digital signatures - verify authenticity OF a

document .

• bit coin ( and other crypto currencies )
- proof - of - work For generating bitcoin

- signature to verify transactions

- maintaining block chain



Digitalsignaturesl

.gning=ag Verifyingamge

message message signature verification key
t private

\
. f 1

hash value signing key
t t

1.

signing yes or no

t

signature

publish : message , signature ,

verification key



Finalquestioncan
you come up with a password system ,

so you have

easy to remember , secure passwords that are different
for different sites ?


