Melissa Lynn
University of Minnesota

Passwovd Sewvi’c\é

How do websites store passwords?
Wiy do they reguive me to include three different tupes of

chovacters?

What mokes o good password®
What could happen it something goes wrong in this process?




SLURVEN

Raise your hand if you use the some password
for mulFiple accoonts.




LR\

Raise your hand i€ youwr password consists of o
gk\?vg\\éo g\g\\'&\/\ word; Pls some numbers awnd [of



DRVEM
Raise your hand i you use a password manaoyey.



Passwovd Sewvi’cxé

How do websites stove passwords?
Why do they reguire me to include three different types of

chavacters?
Whot males o _password? .
What could happen it something goes wrong in this process?

Password security relies on on importont tool in ¥
o spec,\a\ type GF one-way Fonchon called o cnjgogrg% ic

hash fonciion.
We Will ik olooot how ond why these functions are used in

password Storage, 0s Well o Whot con go wrong i€ they oven't
used corvecty,

QUeSHOV\ :

Wiy Shouldn't compovies store o tolde 0 users’
pos?g\lovo\v??’m Verify Ogainst when someore triex
g |



Queshion:

V\IV\% Shouldn't companies store o tolde oF users'
p%slwovds?h Venfy ogainst when Someore tries
0g in?

- IF o hocker obtoins that toble, they con
IMmediately accesy all accounts.

* Furthermore, if o LSer has the some passwords

ocvoss Wultiple sites, their other accounts are
Vulnevoble as well.

Cryptographic hash functions provide a Solution !




\dea - \Ne'll app

dea 0 "One-Way Rmchon and store
the value of thot Funcmn insteod ! ’

Usev enters their posswovd : possword 1
Computev applies Function. XSHA-\

E38AD214943DAAD1D64C102FAEC29DE4AFE9DASD

CUIY\pU'\'e.‘( checls this 09(1“\5\' ‘olle L nswnams | hosh velut
of hosh Volves: o | m—e—

npAA——

R m——

WW

4
If it maithes, you've logged in:

svuecess!
The type of fonction thot acwieves this is called o
cvypidgrophic ash  Function.



Properties of a good CHF:
- Output hos fixed sie

- deterministic ~Same password alwoys vesults in the
sSame hash Value

- quick. to compute (but not oo guic)

» Preimoge resistovce - difficolt to determine inpoy
From output except by truing all possible inputs.

- collision resistance - difficolt o find two inputs
that give the same hosh valve output.

* Small change to inpuY yesults in lavae Chan
o wepn* (gpggavs mv?gomg | ¥ 3

Question Wy ove each of these desirable?



Attacking a Hosh Funclion

—

Andy R » Melissa Lynn
November 23, 2013 - %

A lesson in cryptography:

This is the shal function applied to your nickname. Inverting this function
is algorithmically difficult. When you learn your nickname, you can apply
the shal function to it and verify that | know your nickname.

Your nickname: 6745faafad9f0583c626e21338da8227399efd34
But it should have been: ae7481973e6¢c9f63ea91e7cd1b77d8821b8e072d



e Melissa Lynn You did know it! Now what is the should-have-been? (Other
8 than nowhere near as awesome as Athena)

December 8, 2013 at 5:26pm - Like

Melissa Lynn nm | got it. Athena is way better than Turbo. You're lucky | didn't
| put effort into this, or | would have used this two weeks ago: http://reverse-
hash-lookup.online-domain-tools.com/

Reverse Hash Lookup - Reveal plaintext from
MD5/SHA1 hashes

Tries to reveal the original plaintext messages from specified hash values
of several cryptographic hash functions.

REVERSE-HASH-LOOKUP.ONLINE-DOMAIN-TOOLS.COM

December 8, 2013 at 5:29pm - Like - Remove Preview

b od Geoff @ Dav n it Andy. You're really bad at keeping secrets.
December 8, 2013 at 5:37pm - Unlike - @ 1



{

\

Andy 4l this is ridiculous. this website literally has a database of all the
possible values you might plug it. i should have applied it twice. well, i've
definitely changed my mind in the past few weeks. athena is much cooler.

December 8, 2013 at 6:59pm - Unlike - @ 1

Jed g For this reason, using a common hash function without salt does
not make a very good commitment scheme.

December 8, 2013 at 6:59pm - Like

Melissa Lynn A lesson in cryptography: Melissa > cryptography
December 8, 2013 at 11:23pm - Like - @ 1



Attadiing g Hosh Fundtion

PP\% wées function o common words and stove the
\)

-This is called a Roinloow Atrack.
How fo profeck agawnst it:
* Apply the hash fonction multipe times

+Add some extva Nonsense chavactevs to your
INput (sailt)

*When storing passwords, the hosh volwes ave Stoved
with the salr tdiFferent solr for cocdh person)



HACKERS RECENTLY LEAKED /53 MILLION ADOBE. USER
EMAILS, ENCRYPTED PASSWORDS, AND PASSWORD HINTS.

ADOBE. ENCRYPTED THE PASSWORDS IMPROPERLY, MISUSING
BLOCK-MODE. 3DES.  THE RESULT IS SOMETHING WONDERFUL:

VSER PASSWORD HINT

YelBacclab27a246 EEEEEEEE

HelBacclabi2dt WEATHER VANE SWoRP EIIIIIID[:‘

Helacclab?762d6, o028 Mocklealica NAME 1 (I

ShabbéM9e06eb6d DUH

SbabbéMe06eb6d 00a287beblealfia (o)

SbabbbMe066b6d 85ec8l8albede 57

YelBacclab27a246 FAVORITE OF |2 APOSTLES

1ab29ae8bdabeSca 7a246a0a2876eble  WITH YOUR OWN HAND YOU

HAVE DONE ALL THIS

oIFLLE9R2b eodeclebok73?  SEXY EARLOBES (I

a1fIL2b6249%e72b 6i7ab0217727d85 BEST TOS EPISOPE. m:‘

3973867adbOb8E7 6700217727485 SUGARLAND

TobMoeB6dabedea NAME + JERSEY #

§77ab78894386261 ALPHA )

877ab788943862b1

877ab76893862b1

977ab8890386261 OBVIOUS %

§77ab78830386261 MICHAEL JACKSON

3aTcT2Mcadebt 90coldTididectdls

3aTcT20cadeb 9ocaldTididectds HE DID THE MASH, HE DID THE

' EEEEENEN

360792 codebty PURLOINED (I

| 08000 7US N Tat 70 GdenldTodudectlS TRV LIATER-F ONKFMNAIL CLLLITLT]
THE GREATEST (ROSSWORD PUZZLE

IN THE HISTORY OF THF LORLD

Yked



Question Whot can you do to keep your password secuve?



Question Whot can you do to keep your password secuve?

» don'+- use english words in Your password
*v3e spedal symbols and nmpers

‘hove a long possword
- don't Use the same password on mulhiple sites

-dont use possword hints



Tolt the password:
mathlife

Ahange. this posswerd so that:

'\t conbains o leost ove rwmbey
‘It contowns oF \east one sumvool (1 ,@,#,8..)
-e\;\&m\-ams both lowlev cos® ond uppev cose

S



Bren & o possword looks complitated, it isnt necessovily

Some. substtutions ave veny predictable.



PASSWORD ENTROPY |5

RARELY RELEVANT. THE
REAL MODERN DANGER
IS PASSWORD REUSE.

How S07?

OS l;vs"’-:-&

SET UP AWEBSERVICE
TO DO SOMETHING SMPLE,
LIKE IMAGE HOSTING OR
TWEET SYNDICATION, SO
A FEW MILLION PEORLE
SET P FREE ACCOUNTS,

g)

BAM, YOL'VE GOT A
FEW MILLION EMAILS,
DEFAULT USERNAMES,
AND PRSSWORDS.

o)




TONSOF PEOPLE UsE | USE THE LIST AND SOME YOUVE NOW GOT A FEw
ONE Passworp, | PROXES TOTRY AUDMATED | e TroysAND REAL
STRONGOR NoT. | LOGINS TOTHE 20 OR 20 IDENTITIES ON A FEW
FOR MoSTACCoUNTs, | TOST POPULAR SITES, WS | pryzeN SERVICES, AND
X BANKS AND PAYFRL AND SUCH. NOBODY SUSPECTS ATHING.

T U S| GG —O’) it
== WAL
- = FRCEBOOK

= = = GMAIL

=z = PRMRAL

el s e Tgm




WELL THAT'S WHERE T COULD PRUBABLY NET A LOT OF MONEY,

T GOT STUCK. ONE. WAY OR ANOTHER, IF T DID THINGS

Yoo DO T”'S’ CAREFULLY. BUT RESEARCH SHOWS MORE
WHY U'D YOO 7K MONEY DOESN'T MAKE PEOPLE HAPPIER,
T HostED SOMANY ONCE THEY MAKE.

UNPROF W ENOUGH To AVOID

Na DAY-T0- DAY
SERVCES; ANANCAL
STRESS.




I (CouD MESS WITH PEOPLE
ENDLESSLY, BUT L DOTHAT
ALREADY. T COULD GETA
POUTICAL. OR RELIGIOUS
IDEA OUT TO MoST
OF THE WORLD, BUT
SINCE MARCH OF
1997 T DONT \
REALY BELIEVE
IN ANYTHING.

SO, HERE I SIT; A
PUPPETMASTER WHO WANTS
NOTHING FROM HIS PUPPE]S.

\

ITS THE SAME

PROGLEN OH?
| | GOOGLE \O \

HAS.

0




@ .com 11:32 AM (1 hour ago) -
to hhhhhhhhhhhhhh., bec: me

has invited you to view the following document:

nytives



The Most Iwiporiant Step €or Possword Seaw ity




The Most Iwiporiant Step €or Possword Seaw ity

don't fell people your possword !



So... how do cryprographic hash functions wovl?

Ex MDS is an example of a cryptographic hash fonction
- Designed by Ronald Rivest in 1391
‘no longev consideved Secuve
*collision found in 2008

*In 2009, o theoretical preimage attock wos
poblished



MDS
« Hosh volues ave 128 bits (22 characters)

* Input is processed in blocks of length S\ bits
(\l'guc‘\-r\avagevs\ , pacided iF necessuev“\?

» How the MOS algorithm works is determined loy its
128 bit Stote.

- As we process the wessage, the message affecks
the state.

- This means that what MDS does is highly
dependendenton the messaoe

= This is how we ensove that small changes o
nput couse \avge changes N the outpok.



One. MDS operafion
* NDS performs 04 of these (gyouped in Rur vounds)

state ot the beainnivy
of the O hion — f‘ B S D
- Theve ave four different < —T
fonckions F used (one Fov 1= e
. B is addition mod 2°* v
. <<y s left civeoloy shigr KT
by s digits (vavies) <:<S
‘Mi is porkof thewmessoge
‘Ki is a constont (Vavies) <

sode oF the end of the
opevotrion —| A B

wilupedio



SHA -\
*designed oy NSA

*No longer consideved
Secuve

2005 atfacks foond

*20\F collision
poblished

wilipedia
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SHA-2Z

‘poblished 200\ by NSA

A

B

C

D

E

F |G

A

Y

A

/

1.

Y

< K,



SHA-3

*winnev of NIST hash fonction competition in 20\2,
released n 20IS.
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Other applications:

- file verification — check if a file hos been alteved
(intentionally or unintentionally)

EX When you downlood a File

- digital signatuves - vevifu avinenticitu ofF o
docgme.m. 3 3 Y

 bitcoin (and ofher crypfocurvencies)
- Prook -of -work for genevating loitcoin
- Signatuve o vevify Tronsochions
- maintaining lolockchain



Diaital Sianatuves

Slgning a messoge \exifying o wessage
Mmessage. message  Signature Verification key
! vote N~ L7
hash valve sigrvxmg Ley
L L l
Signing Ugs of no
S'\gvtm)ve

blish: messoge, sianature,
PO Veﬁﬁco:\'ionq\tegg



Final Queshion

Can you come up With & password System, so Yov have
easy o remember, secuve posswords that ave ™ different
for “difPerent sites?



